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Each LAWorld GDPR sheet focuses on relevant points of data protection for a specific business
sector or business situation and highlights what is important in some selected jurisdictions.
This sheet deals with specific regimes concerning employee´s personal data.
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EMPLOYEE DATA PROTECTION IN THE
EUROPEAN UNION
Employees´ personal data are data within the
meaning of Art. 4 (1) GDPR i.e. any information
relating to an employee such as name, address,
professional activities, performance evaluation or
employment contract details. Processing such
employee´s personal data is lawful under the GDPR,
when a legal ground is found in either Art. 6, Art. 9
(sensitive data) or in special national rules.
According to Art. 88 (1) GDPR Member State law
may provide for specific rules on the processing of
employees’ personal data in the employment
context. This applies in particular to the conditions
under which personal data in the employment
context may be processed on the basis of the
consent of the employee, the purposes of the
recruitment, the performance of the contract of
employment,
management,
planning
and
organization of work and for the purpose of the
termination of the employment relationship.
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PROCESSING EMPLOYEES´ PERSONAL DATA UNDER GERMAN LAW 1
Derogation from the GDPR under German law – German legislature has made use of the
opening clause in Art. 88 (1) GDPR by establishing additional requirements for the
processing of employees´ personal data in Section 26 of the German Federal Data Protection
Act in addition to the GDPR requirements.
Principles and National Distinctions – Personal data of employees in Germany may be
processed for employment-related purposes (hiring decisions or, after hiring, for carrying out
or terminating the employment contract). However, the processing is lawful only if it is
necessary and proportionate to achieve a clearly defined and legitimate purpose. When
assessing if the processing is proportionate, the interests of the employer in processing the
employees' data and the employees' general interest in not having his data processed have
to be balanced.
The key element in this context is the term ´necessary´. Under German law it must be
distinguished between processing that is necessary for a certain purpose and processing
that
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is beneficial for the company but not strictly necessary. The practical impact of this
distinction can be significant. If a multi-national corporation uses tools and IT infrastructure
shared across multiple legal entities or shared services and functions through one
centralized organization such as employee self-service helpdesks and centralized HR
departments, legal challenges occur. Section 26 of the German Federal Data Protection Act
constitutes a justification for data processing only where required to fulfil the individual
employment relationship with the employee. This means that the justification is limited to
the employment relationship between the employer and the employee only. No other legal
entity than the one holding the employment contract can draw upon the justification. In
other words, it is not considered necessary to have employees´ data processed by other
legal entities, even though the employee may be interfacing with employees of such group
members on a regular basis.
Under German law – even more than under GDPR – there is no ´group privilege´, allowing
the free interchange of personal data in groups of companies; in effect, it causes each single
legal entity in a group of companies to be considered separately, and any transfer of
personal data related to an employee between the legal employer and another legal entity
in the same group is treated no different than if the other legal entity were an independent
third party.
Practical solutions – There are several methods to resolve this obstacle. The most common
one is establishing a central processing structure of personal data in groups of companies
based upon the concept of commissioned data processing. For such purposes a framework
data processing agreement can be concluded. Wherever conditions allow it collective
agreements, including works agreements are a solid basis for the interchange of personal
data in groups of companies. This solution also has the advantage that details of the
processing such as retention and deletion periods can be agreed upon individually.
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In certain constellations the processing can also be based on the employees´ consent, in
particular, if it is associated with a legal or economic advantage for the employee such as a
corporate insurance package or the private use of corporate infrastructure. In any case a
thorough documentation including a balance of the interests is the essential element.
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HANDLING DATA IN GROUPS AND EMPLOYEE MONITORING UNDER DANISH
LAW 2
Sharing/handling HR personal data in groups - Some larger groups consisting of multiple
legal entities choose to centralize and/or share their HR organization by establishing one
shared HR department that handles all HR related matters for all companies in the group or
by using the same systems to store HR data. Depending on the specific elements,
responsibilities, mandate, access etc. in such a set up the relationship between the
employing entity and the entity in which the HR data is being stored and/or processed by a
centralized HR department can be characterized as either a relationship between two joint
data controllers, a relationship between a data controller (the employing entity) and a data
processor (the HR department) or a relationship between two separate data controllers. In
either of these scenarios, it is important that the rights and obligations of each party are
described, and that access limitation is carefully considered and implemented. When the
one party can be characterized as a data processor, the parties must further enter into a
Data Processing Agreement.
In some groups HR functions are handled locally by a HR responsible in each entity, but the
parent company requires reporting on various topics including employee data. It is
important in this situation to be aware, that even though the two entities are within the
same group, a transfer of personal data between two entities requires specific legal basis.
Such legal basis will need to be found on the basis of an assessment of the purpose of the
transfer, which personal data will be transferred and whether or not the transfer is within
the EU/EEA area. A principle of data minimization, necessity and proportionality will set up
clear boundaries for such transfers, especially regarding sensitive data.
Employee monitoring- An employer may have a legitimate interest in monitoring and/or
controlling its employees by different means. Control measures may include:
a) monitoring/logging of employees´ access and usage of electronic communication, IT
systems, web browser etc.
b) video surveillance
c) GPS tracking systems for vehicles or wearable devices incl. mobile phones

3

Before implementing any such control measures the employer must carefully consider
whether the processing activity is necessary, whether it is fair to the employees, whether it is
proportionate to the concerns raised and finally whether the processing activity is
transparent. Such consideration and the outcome hereof will depend on the specific needs
and interests of the employer, and it is thus not necessarily the same types of control
measures that can be adopted by different employers. To give an example video surveillance
is generally only considered permissible where the purpose is not solely to control the
employees but rather to ensure the safety of the employees and/or to protect the employer
against crime, theft etc. Video surveillance of a single person’s office will normally not be
allowed.
Danish employers who are subject to a collective bargaining agreement may further be
required to follow special procedures – incl. consulting the employees – before
implementing such control measures.
If a control measure is found to be necessary, fair and proportionate, the employees who
may be subject to these control measures must be informed hereof before the control
measures are implemented. The employer must be able to document that the information is
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given, and for that reason it is recommended to give the information in writing. This is
normally done in an employee handbook describing in broad terms what control measures
that may be imposed against the employees. It should be noted that in some situations
where a specific suspicion has occurred against an employee of him/her committing serious
misconduct or unlawful behavior it may be possible to use some control measures without
prior information.
The employer must also be able to handle a request for access by the employee regarding
data handled as a result of the control measures. It should be noted that a request for access
may in some situations be denied with reference to private or public interests that override
the interest of the employee to gain access. Access may however not be denied due to
technical obstacles. This has already created some challenges to Danish companies who use
video surveillance.
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PROCESSING EMPLOYEES´ PERSONAL DATA UNDER AUSTRIAN LAW 3
Labor Relations Act – In Austria the Labor Relations Act (Arbeitsverfassungsgesetz) has to be
taken into account next to the Data Protection Act. Although it was initially intended to
notify the Austrian Labor Relations Act to the European Commission as a legal instrument
containing provisions within the meaning of Art. 88 GDPR (i.e. more specific rules to ensure
the protection of the rights and freedoms in respect of the processing of employees’
personal data in the employment context), such notification remains undone. Apparently,
the Austrian legislator intended to avoid the threatened penalties as set forth in the GDPR
with respect to the data protection provisions of the Austrian Labor Relations Act.
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Nevertheless, the Austrian Labor Relations Act and its provisions on the works council
(Betriebsrat) and works agreements (Betriebsvereinbarungen) play a certain role when it
comes to the processing of employees’ personal data.
Role of the works council – The works council has not only the right to inspect employment
data in regard to salary lists, working time and holiday records (excluding the personnel
records itself, which always requires the consent of the respective employee). Moreover,
upon request the employer is also obliged to provide the works council with information on
all matters relating to the economic, social, health or cultural interests of the employees of
the enterprise. Furthermore, the employer has the duty to provide the works council with
all information on the types of personal employee data which are recorded by automated
means and about all the processing and transmission operations.

Mandatory works agreement – All the information granted to the works council allows this
body to decide whether a certain introduction of measures and systems requires a
mandatory works agreement. In the following cases, a works agreement is required:
Personnel questionnaires, if they are suitable for providing the employer with information
on personal circumstances or opinions of an individual employee in the confidentiality of
which the employee may have an interest;
Introduction of control measures and technical systems to control workers where such
measures (systems) affect “human dignity” (e.g. telephone control systems, finger scanners
for checking the arrival and leaving times and not for granting access to a high security area,
alcohol checks generally carried out without suspicion). The Austrian courts apply a broad
interpretation with respect to the affection of “human dignity”.
Conciliation board – In addition, there are also cases in which the mandatory works
agreement can be replaced by the consent of a conciliation board:
Personnel data systems for the automated identification, processing and transmission of
personal data of the employee which go beyond the determination of general personal data
and professional requirements (only if the use of such data goes beyond the fulfilment of
obligations; actual and intended use);
Systems for the assessment of workers where data are collected which are not justified by
employment purposes (occupational use).

Consent – In case no works council is established, an introduction of all those measures and
systems requires the consent of each individual employee. However, as the former Article
29 Working Party stated (WP259), it can be doubted that consents in a employment
relationship are freely given and, therefore, employers can only rely on consents in
exceptional cases.
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PROCESSING JOB APPLICANTS’ PERSONAL DATA UNDER ITALIAN LAW 4
GDPR principles - According to Art. 88 (1) GDPR, Member State law is entitled to provide for
specific rules on the processing of employees’ personal data in the employment context.
Such provisions refer also to the processing of data for the purposes of “recruitment”.
Therefore, it applies also to the data processing concerning possible or potential employees,
who are interested in establishing a working relationship and then communicate or transfer
their data to a company or to a legal entity (hereinafter the “Job Applicants”).
Specific rules of Italian Law concerning CVs – Pursuant to Art. 88 (1) GDPR, the Italian
Legislator introduced a specific rule concerning the processing of job applicants’ data, in the
context of Legislative Decree n. 101/2018 (hereinafter “Italian Privacy Code”, which
amended and integrated the previous version of Italian Privacy Code according to the
principles of GDPR).
Such law provides for a specific provision (art. 111bis) which concerns the information and
the consent in case of receipt of curricula which have been spontaneously delivered by job
applicants.
Consent - According to Art. 111 bis of Italian Privacy Code, job applicants do not need to give
express consent to the processing of personal data mentioned in the curricula, provided that
the processing is necessary to take steps prior to entering into the labour contract, pursuant
to Art. 6 (1) (b) GDPR.
According to the above, the processing of job applicants’ data is lawful if it is strictly related
to the activity of recruitment. Therefore, in such case, the consent is not necessary,
considering that it would not have been reasonable to request consent of job applicants who
spontaneously send their CVs to companies in order to establish a working relationship.
Otherwise, if the company is willing to process such data for different purposes (for example
to transfer such data to another company), the consent is requested and the processing
without consent is unlawful. Therefore, companies need to pay attention regarding the
processing of such CVs and, more specifically, they should avoid communicating such data to
third parties, unless the data subjects give their express consent.
Information- Art. 111 bis of Italian Privacy Code also specifies that the job applicant has the
right to receive information about the processing of his/her data “at the first useful contact”
after the sending of the CV.
The provision is not really clear and univocal, especially regarding the meaning of the
wording “first useful contact” and about its practical consequences. Anyway, we can suppose
that it has to be interpreted as follows.
The company that receives the CVs does not have the duty to provide immediately to the job
applicant all necessary information pursuant to Art. 13 GDPR. Anyway, the job applicant has
the right to receive such information as soon as he is contacted by the company by e-mail in
order to fix a job interview. If the applicant is contacted by phone, however, it is reasonable
that he receives the information at the first meeting with the recruiter.
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If, finally, the company fixes a remote interview, the information has to be provided before
the interview by e-mail or by other electronic means, according to Art. 12 GDPR.
Data retention – According to Art. 13 GDPR, the processor has to provide to the data subject
information about the period for which the personal data will be stored, or if that is not
possible, the criteria used to determine that period.
According to this provision, the CV’s received spontaneously by the candidates can be stored
for no longer than the time strictly necessary for the purposes of recruitment, according to
Art. 6 (1) (b) GDPR and Art. 5 (1) (e) GDPR.
In order to ensure that the personal data is not stored longer than necessary, time limits
should be fixed by the company for erasure or for a periodic review. Reasonably, such time
limit should be no longer than one year, unless specific reasons are raised from the company
in order to justify a longer period of storage.
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PROCESSING EMPLOYEES´ PERSONAL DATA UNDER RUSSIAN LAW 5
Personal data - Employees’ personal data is primarily contained in identity documents, an
employment record (so-called “labor book” which is a paper document each Russian
employee has where all data about his/her past and current labor relations is included),
diplomas, employment agreement, etc. Employees personal data should be isolated from
any other data in a company.
Data Protection Legislation - Employees’ personal data protection in Russia is governed by
the Federal Statute № 152 (FS-152) “On personal data” as of 27.07.2006 which is based on
the European Data Protection Convention of 1981. Therefore, general principles and rules
regulating personal data in Russia are quite similar to the European legislation. However, FS152 provides a set of specific norms based on peculiarities of the Russian legal system,
especially labor law, therefore some issues related to personal data may be regulated
differently from the GDPR.

Consent - As a general rule, if personal data is obtained by an employer from an employee
himself/herself (not from a third person) and is contained in the documents provided by an
employee for the purpose of conclusion of an employment contract, or is obtained from an
HR agency or from a job applicant who placed his/her curricula on Internet and thus
provided access to it for the general public, an employer does not need to obtain consent
from an employee to the processing of his/her personal data, provided that the processing is
necessary for the purposes of recruitment or performance of an employment contract
(including performance of mandatory functions by the operator as an employer).
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In other cases such as obtaining personal data from a third party (other than an HR agency),
transferring personal data to a third party (except when it is necessary to prevent threats to
life and health of an employee), including cases of outsourcing the personal data processing
for payroll, accounting and other purposes, the processing of personal data for the
purposes that are not necessary for performance of mandatory functions of an employer,
the processing of sensitive data, etc., an employer is required to obtain a written consent
from an employee for such processing. Such consent must be specific, informed and
conscious. A separate consent for each action (type of processing) is not required, one
consent can include a list of permitted actions.
In practice each employer gets a written consent from each employee for the personal data
processing at the time of conclusion of an employment contract to be on a safe side
because it is not easy to distinguish between the processing that is necessary for
performance of mandatory functions of an employer and the processing for other
purposes.
An employee has a right to withdraw his/her consent any time. In case of withdrawal,
personal data should be completely erased within 30 days after a withdrawal notice.
If any employee is given access to other employees’ personal data, such employee should
sign a separate non-disclosure letter.
Obligations of an employer - Any employer handling and processing personal data of its
employees must:
1. adopt an internal act (usually called Regulations on employees’ personal data) which
shall be in line with FS-152 and the Labor Code and provide detailed rules and
procedures for the personal data storage and usage in a particular company in order
to guarantee safety and privacy of the data. The Labor Code provides that all
employees shall get familiar with such document against their signature BEFORE
signing an employment contract. Sending the Regulations by e-mail or other means is
not permitted. Absence of an employee’s signature on the Regulations shall be
considered a violation subject to a liability;
2. approve a document containing a list of personal data used in the company including
the data provided by an employee to an employer by law for the purpose of
conclusion of an employment contract and any other data used in the company for
any other purposes;
3. appoint a person or a department responsible for working with personal data and for
ensuring its privacy and safety;
4. approve a list of places for storing documentation containing personal data of
employees (such as specially equipped cabinets or safes which shall be locked and/or
sealed).
Non-compliance with the obligations above is subject to an administrative liability.
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Rights of employees - Under Russian Labor Code an employee enjoys broad rights with
respect to his/her personal data, including the right to receive full information about the
data, its storage and processing, the right to freely access it, the right to receive copies of
any personal data and/or documents stored by an employer within 3 days, as well as the
right to demand withdrawal or correction of false or incomplete data or any other data
obtained, stored or/and processed with a breach of law or a violation of relevant internal
regulations. Also, as mentioned above, an employee shall have the right to withdraw
his/her consent and to receive explanations of consequences of such withdrawal
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